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Encryption systems

Symmetric ciphers

C = EK(M)

M = EK(C)

Public key ciphers

C = EKPublic(M)

M = EKPrivate(C)
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Uses of encryption systems

Secret communication:

C = EKPublic(M)

M = EKPrivate(C)

Digital signatures:

S = EKPrivate(M)

M = EKPublic(S)

Authentication

Response = EKPrivate(Challenge)
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Example: Vernam cipher

A B A ⊕ B
0 0 0
1 0 1
0 1 1
1 1 0

Saulius Gražulis Privacy and security Vilnius, 2024 4 / 9



.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

Example: Lorenz cipher
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Example: GSM cipher

181716 13 8 0

2120 10 0

0710202122
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ssh

ssh-keygen – generate a new key;
ssh-keygen -l -f key – list the key fingerprint;
ssh – secure shell;
scp – secure copy;
ssh-add – add a key;
ssh-add -l – list available keys;
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Thank you!

http://en.wikipedia.org/wiki/Topaz http://www.crystallography.net/2207377.html

A path to freedom: GNU → Linux → Ubuntu → MySQL → R → LATEX→ TikZ → Beamer

http://en.wikipedia.org/wiki/Topaz
http://www.crystallography.net/2207377.html
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